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Abstract

Detecting the anomalies of web applications, important infrastruc-
tures for running modern companies and governments, is crucial
for providing reliable web services. Many modern web applica-
tions operate on web APIs (e.g., RESTful, SOAP, and WebSockets),
their exposure invites intended attacks or unintended illegal visits,
causing abnormal system behaviors. However, such anomalies can
share very similar logs (sometimes even identical logs) with normal
logs, missing crucial information (which could be in database) for
log discrimination. Further, log instances can be also noisy, which
can further mislead the state-of-the-art log learning solutions to
learn spurious correlation, resulting superficial models and rules
for anomaly detection.

In this work, we propose MINES which infers explainable API
invariants for anomaly detection from the schema level instead of
detailed raw log instances, which can (1) significantly discriminate
noise in logs to identify precise normalities and (2) detect abnor-
mal behaviors beyond the instrumented logs (e.g., regarding the
database state or session state). Our learned invariants can capture
API preconditions such as (1) what is the legitimate database state
to initiate the call events? and (2) what are the constraints to satisfy
between different API calls?. Then we translate the invariants into
executable Python code to verify its consistency with the runtime
logs. Technically, MINES (1) converts API signatures into table
schema to enhance the original database shema; and (2) infers the
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potential database constraints (such as reference constraint and
check constraints) on the enhanced database schema to capture the
potential relationships between APIs and database tables. MINES
uses LLM for extracting potential relationship based on two given
table structures; and use normal log instances to reject and accept
LLM-generated invariants. Finally, MINES translates the inferred
constraints into invariants to generate Python code for verifying
the runtime logs. We extensively evaluate MINES on web-tamper at-
tacks on the benchmarks of Train-Ticket, NiceFish, Gitea, Mastodon,
and NextCloud against baselines such as LogRobust, LogFormer,
and WebNorm. The results show that MINES achieves high recall
(more than 14% over LogRobust, LogFormer, and WebNorm) for the
anomalies while introducing almost zero false positives, indicating
a new state-of-the-art.
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1 Introduction

Web applications are crucial infrastructures for running companies
and governments in modern society [25, 44, 51]. Many applica-
tions operate through web APIs (e.g., RESTful and WebSockets)
exposed to the public, which can attract intentional attacks or
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unintended illegal access, resulting in approximately 35% of ab-
normal system behaviors, according to a Salt Security report [56].
Therefore, detecting such anomalies is important for operating and
maintaining reliable web services [24]. To this end, researchers
and industry practitioners have developed a variety of automated
log-based anomaly detectors [67]. Traditional log anomaly detec-
tion approaches rely on predefined rules [23, 47, 49, 52, 53, 65, 68],
which are limited to specific application scenarios and require do-
main expertise [14]. In recent years, researchers have proposed
learning-based approaches to automatically learn normal behaviors
from logs, which can be categorized into two types:

e Model-learning Based Approaches. Researchers have pro-
posed detecting abnormal logs by training deep learning models
in a supervised or unsupervised manner [14, 26, 30, 42, 66, 70].
In supervised learning solutions, anomaly detection is reduced
to a binary classification problem [14, 26, 30, 70]. In contrast,
unsupervised learning solutions [42, 66] learn normalities from
collected normal logs, reporting logs as anomalies if they deviate
from these normalities based on predefined metrics. However,
both solutions can suffer from limited explainability [21] and the
distribution shift problem [34].

e Rule-learning Based Approaches. Facilitated by advances in
LLMs, recent works [32] learn project-specific rules in the form
of first-order logic from collected logs. The learned rules are used
to check against runtime logs. While such a solution can improve
both the explainability of anomalies and detection accuracy for
web-tampering attacks [32], it still suffers from generating false
positive rules due to abundant log noise and producing false
negatives when crucial information is unavailable in the logs (see
Section 2).

State-of-the-art approaches have fundamental limitations in
learning normalities solely from raw log instances, which presents
challenges in log observability and log noise discrimination. Specifi-
cally, the more comprehensive logs we collect, the more informative
we can potentially learn a discriminative model. However, the logs
can also be more noisy to mislead the model to capture spurious
correlation rather than causality.

For some APIs, comprehensive logging is necessary to learn
true normalities. For example, a log event indicating the successful
cancellation of a ticket order is considered normal only when (1)
this ticket order exists in the database, (2) is in a valid state, and (3) is
associated with the logged-in user in session information. Without
comprehensive logging and querying of relevant information in
the database and API execution context (session environmental
information), it is not informative to discriminate such a log event.
This brings the challenge of C1: Observability Beyond Logs,
which means that the true normalities can be defined beyond the
instrumented logs (e.g., database states and session environmental
information).

However, comprehensive logging can introduce over detailed (or
noisy) logs, which contributes to learning false positive rules (see a
real-world example in Section 2), and it also incurs significant run-
time overhead. This brings the challenge of C2: True Invariants
from Noisy Log Instances, which means that learning models or
rules from noisy and lengthy log instances is challenging.
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In this work, we propose MINES (Mining Invariants for aNomaly
dEtection via Schema), which infers explainable API invariants for
anomaly detection from the schema level instead of from detailed
raw log instances. MINES can (1) infer more causal normalities and
(2) capture crucial information beyond the log instrumentation. Our
rationale is that API specifications partially define the application’s
normalities. Thus, specification-derived rules can deductively re-
port anomalies in an explainable manner. Compared to inferring
specifications from noisy log instances, we use abstract and precise
meta-information in the application, such as API signatures and
database schema, to derive the implicit specification, allowing us to

o (1) explore additional information (e.g., database state and session
environmental information) and combining them with logs (to
address C1) and,

o (2) exploit the most crucial information from abstract log schemas
rather than concrete raw logs (to address C2).

To this end, MINES reduces the anomaly detection problem to an
API specification inference problem. Based on the inferred invari-
ants, MINES can detect anomalies by checking the consistency
between the logs and the inferred invariants.

Specifically, MINES infers implicit log invariants among APIs,
database, and environmental information, e.g., (1) what is the le-
gitimate database state or environmental information required to
call an API? or (2) what are the constraints that must be satisfied
between different API calls?. To achieve this, we build an augmented
ER (entity-relationship) diagram to capture the API-DB constraints,
API-API constraints, and API-Env constraints in the subject web
application. By normalizing API signatures into entities, we can
combine all the new and original entities and use LLMs to infer their
constraints, such as reference constraints (e.g., foreign keys), not-
null constraints, equality constraints, etc. Specifically, we convert
each API (e.g., cancelOrder(orderId, loginId)) into a entity
type (cancelOrder) with a set of attributes (orderIdand loginId).
Then, we augment the original ER diagram in the database to an
extended ER diagram containing those API entity types, allowing
MINES to infer their implicit constraints as invariants using LLMs.
As a result, we can infer a specification such as

For each entity cancelOrder with an attribute orderId (de-
rived from the API, referred to as cancelOrder.orderld), there
must exist an entity order, such that cancelOrder.orderId
= order.id and order.status = "paid".

This inferred specification indicates that an API call of cancel-
Order in the log (1) must have a corresponding record in the data-
base table order with the corresponding order id and (2) the corre-
sponding order record must be in “paid” status. By inferring the
invariants at the schema level, we can (1) avoid inducing false pos-
itive invariants caused by accidental noisy correlations between
two instances and (2) build invariants connecting logged APIs with
the internal database state. In addition, we refine and filter the in-
variants by testing them against a collection of known normal logs
and retaining those that do not generate false alarms. Finally, each
invariant is translated into executable Python code for runtime log
verification.

We extensively evaluate MINES on web-tamper attacks on the
benchmarks of Train-Ticket, NiceFish, Gitea, Mastodon, and NextCloud
against baselines such as LogRobust [72], LogFormer [19], and
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WebNorm [32]. The results show that MINES achieves high recall
(more than 14% over LogRobust, LogFormer, and WebNorm) with al-
most zero false positive in detecting anomalies. Also, evaluation on
three extra popular web applications, Gitea [11], Mastodon [41], and
NextCloud [45], shows that MINES can generalize well to popular
industrial web applications. Additionally, the performance of gener-
ating invariants is stable across a variety of LLMs, indicating a new
state-of-the-art anomaly detector for operating web applications.
In summary, the contributions of this paper are as follows:

Methodology. We propose MINES, a schema-based specification-

mining technique that unifies API signatures, database schema,

and session environmental information, allowing us to exploit
the most crucial features in abundant log structures and explore
database states not instrumented in logs.

e Tool. We implement MINES as a framework which can be ap-
plied to any Java-based web application with available database
schemas, facilitating real-world deployment.

o Benchmark. We build a web-tamper attack dataset, consisting
of 31 types of attacks, that can successfully compromise known
open-source web applications such as Train-Ticket and NiceFish.
Thus, attacks are dynamic and replicable, allowing users to re-
produce them with regenerated abnormal logs.

e Evaluation. We extensively evaluate MINES on the benchmark

against state-of-the-art anomaly detectors such as LogRobust,

LogFormer, and WebNorm, demonstrating its effectiveness in

detecting web attacks and establishing a new state-of-the-art.

Given the space limit, more demos, source code, and experimen-
tal results are available at [5].

2 Motivating Example

Figure 1 shows abnormal logs caused by a web attack on the Train-
Ticket system [43], which allows an attacker to successfully refund
an order twice. In this real-world example, the normal logs for re-
funding an order look very similar to the attack-incurred abnormal
logs, which causes state-of-the-art machine-learning based solu-
tions such as LogFormer [19] and LogRobust [72] to fail to report
the alarm. In addition, the rule-learning based solution [32] is mis-
led to learn superficial rules (i.e., by capturing incorrect factors)
from the normal logs, leading to false negatives.

Normal Logs and Their Semantics. The blue dashed rectangle in
Figure 1 shows normal logs of refunding a ticket in the Train-Ticket
system. For clarity, we simplify the logs containing two API calls:

e API of queryOrder: The log of this API indicates a query for
existing orders. Users usually call this API so that they can choose
a specific order to refund in the frontend.

o API of refundOrder: This log indicates canceling an order and
refunding the money back to a user in the backend.

In normal scenarios, a user must query the orders before selecting
one to refund. As a result, the logs of these two APIs can repeti-
tively occur and form a pattern due to the design. However, such a
normality of correlation does not indicate causality (i.e., the true
normalities of calling refundOrder), which misleads existing solu-
tions to learn false predictions or summarize incorrect rules.

Abnormal Logs Caused by Attacks. Unfortunately, based on
vulnerabilities in the exposed APIs in Train-Ticket, a abnormal user
can receive a refund multiple times. Such abnormal logs from the
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attack are shown in the red dashed rectangle in Figure 1. Specifically,
the attacker can call the exposed refundOrder an additional time
to receive the extra refund. We tried model-learning based solutions
such as LogFormer [19] and LogRobust [72] and rule-learning based
solutions such as WebNorm [32] to detect the anomaly, finding their
false negatives in practice as follows:

e Model-learning Based Solutions. Solutions such as LogRo-
bust [72] and LogFormer [19] suffer from the unexpected subtle
differences between normal logs (in the blue dashed box) and ab-
normal logs (in the red dashed box). Generally, these approaches
project logs into an embedding space for their predictions [14].
Due to the textual similarity between normal and abnormal logs,
the models have high confidence in reporting abnormal logs as
normal.

e Rule-learning Based Solutions. In contrast, WebNorm sum-
marizes a superficial invariant as first-order logic from the log
instances, indicating that (1) there must be a log of queryOrder
occurring before a log of refundOrder and (2) the value of
orderId in the log of refundOrder must be equal to the value
of id in the log of queryOrder. This invariant (a.k.a., detection
rule) is superficial because the normality (or specification) of the
log of refundOrder actually depends on some database states
instead of the appearance of the log of queryOrder. Even worse,
the attack-incurred abnormal logs well match the false invariant,
causing a false negative.

As shown in the green rectangle in Figure 1, the true normality
depends on the database state of the order table. Specifically, given
an order to refund, its normality depends on whether there is a
corresponding order record in the order table with its status as
“paid” (see two tables under “Information beyond Logs” in Figure 1).
Technical Challenges. To detect the aforementioned log anom-
alies, we need to address the following technical challenges:

e C1: Observability Beyond Logs. The true normalities (or in-
variants) can be defined beyond the instrumented logs. In this
example, we need to connect the logs, database states, and even
session information to define a true invariant. However, exhaus-
tively instrumenting database states into logs can incur large
overhead. Therefore, we need to address “how do we achieve the
required operational observability beyond log instrumentation?”.
Moreover, the database states can be volatile and dynamic, so
we also need to address how to synchronize its frequent changes
with the ever-growing logs.

e C2: True Invariants from Noisy Log Instances. Learning
models or rules from noisy and lengthy log instances is challeng-
ing. Inductive deep learning solutions can sometimes capture
correlation instead of causality, leading to the well-known spuri-
ous correlation problem [67]. We need to address “how to capture
the most crucial facts and features to define the log normalities?”.

In this work, we propose MINES, which detects runtime anom-
alies by inferring explainable invariants, as shown in the green box
in Figure 1, from a schema level. In contrast to all the state-of-the-
art methods that learn from log instances, we learn normalities and
invariants from API signatures and database schema in the subject
web application. This meta-information is more abstract and pre-
cise, allowing us to (1) explore additional information (e.g., database
state and session environmental information) even if it is not in the
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Figure 1: A log anomaly example caused by a real web attack on Train-Ticket system [43], which can successfully refund an
order twice. The attack logs are similar to the normal logs, which makes log classification/regression models such as LogRobust
[72] and LogFormer [19] ineffective. In addition, rule-learning based solution such as WebNorm [32] summarize a superficial

rule from normal logs, which fails to detect such anomaly.

logs (to address C1). (2) exploit the most crucial information from
the log structures (to address C2).

3 Approach

Figure 2 shows an overview of MINES, which parses the API signa-
tures and database schema from the web application and converts
them into an augmented entity-relationship diagram (e.g., Figure 6).
In such a diagram, entity types consist of not only database tables
but also API signatures and environmental information (e.g., ses-
sions). Specifically, for each API signature, we convert it into an
entity type, where the name is the API name and the attributes are
the API parameters and return values (e.g., Figure 3). For environ-
mental information, we place it into a separate entity type. Then, we
reduce the anomaly detection problem into a constraint-inference
problem for the ER diagram. To this end, we apply a two-stage
inference in our approach:

o Stage One: Entity-Relationship Inference. At this stage, we
infer relationships among entity types. The inferred relationships
allow us to join two entity types (i.e., tables). For example, this al-
lows us to join the orderId field in the APL:refundOrder entity
type to the orderId field in the orders entity type (Figure 6).

e Stage Two: Invariant Inference. At this stage, we join the ta-
bles by the inferred foreign keys from the first stage. For each
joined table (e.g., between APL:refundOrder entity type and
orders entity type), we further infer not-null constraints, equal-
ity constraints, check constraints, etc., on their attributes. These
constraints consist of both intra-entity constraints (e.g., price
should be a positive number) and inter-entity constraints (e.g.,
orderId in APL:refundOrder should match with orderId in
orders). For example, this allows us to infer that the status
attribute needs to be “paid” (Figure 7). Finally, the inferred con-
straints are translated into Python code as executable invariants.

Both stages require state-of-the-art LLMs (e.g., ChatGPT, Claude,
and DeepSeek) to infer the constraints regarding the semantics.

To mitigate their potential hallucinations, we run the subject web
application in a secure environment to obtain normal logs. Any
generated invariants that raise false alarms on the normal logs will
be removed to reduce false rules.

3.1 Information Requirements

Web applications differ widely in their architectures and imple-
mentations. To ensure broad applicability, MINES requires only a
minimal and commonly available set of information from the target
web application:

e API Signatures: Definitions of API endpoints, parameter types,
and return types.

Database Schema: Table structures and attribute types.
Contextual Information: API invocation context, including
session structures and access methods.

API Logs: Collected records of API requests.

Database Binary Logs: Historical records of database changes.

3.2 Schema Parsing

We parse the subject web application into three types of meta-
information for logs, i.e., API signatures, database schema, and
environmental information (e.g., sessions). All are processed into
the database schema for further analysis.

Converting API Signatures to Schema. We convert each API
signature into an action entity type, where the API name serves as
the table name and the API parameters serve as the table attributes.
Intuitively, each API signature is mapped into an entity type, while
each API log is mapped into an entity instance. However, unlike
traditional relational database table schemas where each attribute is
a primitive type (e.g., string, int, or blob), an API can take complex
objects (e.g., OrderInfo object) as input. Therefore, we parse the
object tree structure into a flattened parameter list as shown in
Figure 3. Specifically, given a complex input object as tree 7 and a
threshold th, we expand 7 into the list according to the depth of th.
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run in a secure environment

Web
application

Normal logs

API Entities
Entity-Relation
Inference (§3.2)

Figure 2: Approach Overview: Given a web application, MINES parses API signatures and database schema into an augmented
ER (entity-relation) diagram. By inferring the reference constraints and customized constraints over the generated diagram
by LLM, we infer the invariants as Python code for runtime verification. In addition, to avoid hallucination of LLM, we use

Entity
Conversion (5 3.1)

API Signatures

DB Schema

Invariant
Generation (§ 3.3)

Augmented

Invariants
ER Diagram (as Python code)

normal logs to refine the generated constraints.

"arguments": {
"gits {
"loginId": <string>,
"travelDateStart", <int>,

queryOrder (ArI)

arguments.qiloginld
string>

:

:

' arguments.qgi.travelStartDate:
"response”: [ ! <int>
;
:

response.orderld: [<string>]

"orderId": <strings,
"boughtDate": <int>,

response.boughtDate:
[<int>]

time: <int>

sessionld: <string>

(a) API Signature (b) API Entity Type

Figure 3: Example of Converting an API Signature to an API
Entity Type.

Env (Env)

sessionld: <string>

userld: <string>

userName: <string>

userRoles: [<string>]

Figure 4: Example of Environmental Information.

Converting Environmental Information to Schema. Web ap-
plications utilize sessions for user authentication and authorization.
There are many different implementations of session management,
such as authentication tokens, cookies, and session IDs. For exam-
ple, Figure 4 shows an example of environmental information in
the Train-Ticket system. The environmental information stores the
current user ID number, current user role, and current user name.
By collecting and analyzing this information, we can ensure better
security and a more personalized user experience. To capture struc-
tured logs and extract environmental information, we implemented
a new instrumentation framework in Java, which is designed to
capture environmental information from API handling methods.

3.3 Relationship Inference

This step aims to build the relationships from API entity types to
other entity types. Specifically, MINES infers three types of relation-
ships: (1) API-DB Relationships, i.e., foreign keys from API entity
types to database tables, (2) API-API Relationships, i.e., temporal

# Identity

You are a software engineer who is extremely good at understanding business logic
and user requirements for web applications. Given two entities, your task is to find
out if there are any relationships between them.

[relationship definition] [input/output format] [in-context learning example]

# Input

- Focal Entity Type: cancel.service.CancelServiceImpl.cancelOrder

{ "userId": <str value>, "orderId": <str value> }

- Target Entity Type: users{ "id": <str value>, "name": <str value> }

## Output:
<thought> [chain of thought] </thought>
T json
{
"relationships": [
"from_column": "userId",
"to_column": "id",

Figure 5: Prompt used for relationship inference. The green
boxes represent the input information, and the pink box
represents the output of the LLM.

dependencies between different API entity types, and (3) API-Env
Relationships, i.e., relevance of environmental information for APIs.
Formally, we define the three relationships as follows:

o API-DB Relationships. Given an API E,p; with an attribute
aapr and a database table Epp with an attribute app, for every API
log instance eapr € E4py, there exists a database row epp € Epp
such that eqpr.aapr = epg.aps.

o API-API Relationships. Given a source API E4py; and a tar-
get API Esprs, for every API log instance eapr; € Eappi, there
exists an API instance eapry € Eapre such that 0 < eapy;.time —
eapre.time < § and eapr;.session = espro.session.

o API-Env Relationships. Given an API E4p; and environmental
information Eg,, for every API log instance eqp; € Eqpr, there
exists an environmental entity instance egn, € Egp, such that
€Ap1.Session = egpy.Session.

MINES infers the relationships (1) using a LLM, and then (2)
refines the relationships using heuristic rules. For each pair of entity
types, MINES first asks the LLM to find all potential relationships.
Figure 5 shows the prompt used for relationship inference. The
prompt includes a brief introduction to the definition of the task,
the input/output format, and an in-context learning example. Due
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refundOrder (471)
orders oz )
tsloginld . orders (DB)
g> |——»| orderld: <string>
m (

essionld: <string>

time: <int> —

queryOrder (47))

arguments.qi.loginld

string>

Env (Env)

sessionl

arguments.qi.travelStartDate:

derld: [<string>] userName

ghtDate: [<int>] serRoll

time: <int> [«

sessionld: <string:

Figure 6: Example of an augmented entity-relation diagram
and inferred relationships. The API refundOrder has three
relationships with the database table orders, another API
queryOrder, and environmental information Env.

to space limitations, the detailed instructions are available in the
anonymous code repository [5].

MINES filters out false relationships using the following heuristic
rules:

o API-DB Relationships: Discarded if the attribute value overlap
between columns is below a threshold.

o API-API Relationships: Discarded if their sequence probability,
computed by a hidden Markov model (HMM) trained on API
invocation logs, is below a threshold.

o API-Env Relationships: Discarded if the relevant environmen-
tal information is not present in the session logs.

The thresholds used in these heuristics are not specific to any
application and can be easily adjusted for new projects with minimal
effort, typically requiring only a small validation set or basic log
statistics. Also, these heuristic rules serve only as a coarse filtering
step; they do not play a central role in the overall analysis, but
rather help to efficiently eliminate obvious false relationships before
further processing.

Figure 6 shows an example of inferred relationships. The focal
API entity type refundOrder has three relationships with other
entity types, i.e., (1) a foreign key relationship with the orders
table on the orderId attribute, (2) a temporal dependency with the
getOrder API, and (3) relevancy to the environmental information.

3.4 Invariant Generation

To generate invariants, MINES first joins the entity types based
on the inferred relationships. Then, MINES generates candidate
invariants on the joined tables. After that, MINES refines the invari-
ants using training logs. Figure 7 shows the process of invariant
generation.

Joining Entities. Given any two entity types E; and E; with a
relationship (API-DB, API-APL, or API-Env), we perform a left outer
join on their corresponding tables to preserve all API log instances.
The join strategy follows the relationship type:

o API-DB Relationships: Correspond to foreign key constraints.

For Esp; and Epp with relationship on aspr and apg, the join is

Eapr X Epg, filtered by aapr = app.
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( refundOrder (4P1) \
join orders (DB)
join Env (Env)
refundOrder.arguments.loginld: |
. <string>
properties
from refundOrder.arguments.orderld:
refundOrder (A1) | <String>

orders.status: enum (
“created’,
properties “paid’;
from “used
orders (DB) ‘cancelled” )

orders.userld: <string> :
refundOrderarguments.
""" " accounts.loginld =
properties Envauserld: <string> H | Envuserld
from Env.userName: <string>

Figure 7: Candidate invariant generation over the joined ta-
ble. The whole table consists of attributes from three tables,
including API refundOrder, database table orders, and envi-
ronmental information Env. Invariants are inferred from the
joined table.

Augmented N
i
ER Diagram Generation
[T Refinement
Candidates
= validate Execute violate
|

Invariants

Normal logs

Filtered
Invariants

Figure 8: Invariant generation process. MINES first generates
invariant candidates from the augmented ER diagram. Then
it iteratively refines the candidates by executing the invari-
ants against the training normal logs. If any violations occur,
the invariants are refined by feeding back to the LLM again
with the error message.

o API-API Relationships: Represent temporal dependencies. The
join is Eapr1 X Eapr, filtered by the temporal condition 0 <
eapr1-time — eapra.time < 6.

e API-Env Relationships: Based on environmental context, typi-
cally joined via session ID, analogous to a foreign key.

The resulting joined table (e.g., APL:refundOrder-orders-Env in
Figure 7) contains extra information beyond original API logs.

Candidate Invariant Generation. In this step, given the joined
table structure, MINES asks LLMs to generate candidate invariants
as Python code that checks the constraints on the joined table. Fig-
ure 7 shows an example of candidate invariant generation. The
input is the joined table structure, which include table names, at-
tributes, and their types. The output is pieces of Python code that
checks the constraints on the joined table.

In the prompt, we provide a brief introduction to the task, the in-
put/output format, and an in-context learning example. Due to
space limitations, the detailed instructions are available in the
anonymous code repository [5].

To help LLMs to generate invariants we want, the prompt guide
the LLMs to generate invariants in five categories:
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(1) Common-sense constraints. Constraints that are generally
applicable to the request (e.g., price should be a positive num-
ber).

(2) Format constraints. Constraints on the format or type of the
field (e.g., valid email format).

(3) Database constraints. Constraints between the APl arguments
and the database entity (e.g., orderId should match the order
entity).

(4) Environment constraints. Constraints between the API argu-
ments and the environmental information (e.g., userId should
match the user ID in the session).

(5) Related API constraints. Constraints between the request
arguments and the responses of related APIs (e.g., data flow
between different APIs).

Invariant Refinement. MINES iteratively refines the candidate
invariants using training logs. Each candidate invariant is evaluated
against the training logs. If any violations are detected, i.e., the
invariant fails to hold on normal logs, these violations, along with
relevant contextual information and error messages, are fed back
to the LLM within the same conversation thread. The LLM is then
prompted to revise or discard the problematic invariant. This creates
afeedback loop in which the LLM iteratively refines its output based
on concrete examples of failure. To prevent indefinite retries, this
loop is bounded: if the LLM fails to produce a valid invariant within
a fixed number of iterations, the system discards the candidate
altogether by returning an empty result.

3.5 Runtime Verification

Offline Attack Detection. Based on the generated invariants,
we run them against the logs and database records. Our method
works in an offline manner, which means that the evaluation of the
invariants will be carried out after a period of time following API
execution. Offline attack detection minimizes online overhead.

In the offline attack detection setting, once the invariants are
learned, the system operates only with two main components: a
log collector and a offline checker.

o The log collector continuously collects logs during runtime as
a producer.

o The offline checker executes the learned invariants (compiled
as Python code) against the incoming logs to detect violations.
Multiple checkers can be deployed in parallel to improve through-
put and reduce latency.

Binary Log History Tracking. In the offline setting, we need
to address the challenge of database dynamics, i.e., how do we track
the historical database records even if the database state changes.

To this end, we replay the binary log, which records all changes
to database records and is typically enabled by default in modern
web applications, to restore the database state during invariant eval-
uation. By extracting and applying binary log records, we ensure
consistent and accurate evaluation of invariants, mitigating issues
from stateful data changes.

4 Benchmark Construction

Executing MINES requires not only API logs, but also database
information, environmental information, and binary logs. However,
existing datasets for web applications only contain logs and do
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Table 1: Test & Attack Scripts Statistics (# denotes the number
of)

‘ Train-Ticket ‘ NiceFish

#Status 21 13
#Normal Operations 25 27
#Test Target APIs 43 26
#Attack Scripts 25 6
#Attack Target APIs 14 13

Table 2: Number of Logs and Attacks

‘ Train-Ticket ‘ NiceFish

‘ #Logs | #Attacks ‘ #Logs ‘ #Attacks
ManualNorm 168,799 0 40,654 0
LLMNorm 8,007 0 3,720 0
ManualAbnormal 6,054 125 4,102 120
InjectAbnormal 8,007 125 3,720 120

not provide necessary information for re-execution. Therefore, we
constructed two new datasets for two web applications. These
datasets provide dynamic and replicable scripts to generate both
normal and attack logs, allowing us to reproduce logs or binary
logs as needed.

To align with our baseline WebNorm [32], we collected our
datasets from the same two web applications: Train-Ticket [43]
and NiceFish [12], which are widely used in the web development
community. Our new datasets contain 31 types of attacks and cover
27 APIs.

4.1 Dataset Construction

To ensure dataset diversity, we generate both normal and abnormal
logs using manually written scripts and LLM-based methods. The
logs are categorized into four types:

e ManualNorm: Manually scripted normal logs, representing typ-
ical user operations organized as finite state machines.

o LLMNorm: LLM-generated normal logs, using scripts from Web-
Norm [32] to predict actions from web application screenshots
and task descriptions.

o ManualAbnormal: Manually scripted abnormal logs, target-
ing identified web abnormal endpoints by scripting abnormal
scenarios for each application functionality.

o InjectAbnormal: Abnormal-injected logs, created by injecting
abnormal fields into normal logs from LLMNorm, following the
protocol in WebNorm [32].

Table 1 and Table 2 present the statistics of normal and abnormal
scripts and tests for the Train-Ticket and NiceFish datasets. LLM-
generated normal logs more closely reflect real user behavior, while
manual scripts provide comprehensive coverage. For abnormal logs,
both manual and injection-based methods are used to capture a
wide range of attack scenarios. This ensures our dataset thoroughly
encompasses all abnormal cases in WebNorm [32]. We constructed
all identifiable normal and abnormal scenarios for both web appli-
cations. These scripts not only cover every normal and abnormal
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scenario in WebNorm [32], but also increase diversity by targeting
more APIs and abnormal cases. Detailed examples can be found
at [5].

4.2 Division of Training and Evaluation
Datasets

Given the four types of generated logs, we construct training and
evaluation datasets separately for MINES and the model-based
baselines.

Rule-learning approaches, such as WebNorm [32] and our pro-
posed MINES, require only normal logs for training. For this pur-
pose, we use logs generated by ManualNorm, which comprehen-
sively cover a wide range of normal operations. For evaluation,
we employ logs generated by LLMNorm, ManualAbnormal, and
InjectAbnormal to assess generalization and robustness.

In contrast, model-based approaches such as LogRobust [72] and
LogFormer [19] rely on both normal and abnormal logs for training.
Therefore, in addition to ManualNorm logs, their training sets also
include normal logs generated by LLMNorm and attack logs.

In summary, for training, we use ManualNorm for MINES and
both ManualNorm and LLMNorm for model-based baselines. For
evaluation, we use LLMNorm, ManualAbnormal, and InjectAbnor-
mal for all approaches.

It is important to note that model-based baselines are trained
with a larger volume of data than MINES. This design choice does
not compromise fairness; instead, it favors the baselines by giving
them access to more expressive training signals. Despite this advan-
tage, MINES still achieves superior performance, demonstrating its
effectiveness under a more constrained training setup.

5 Experiments
We evaluate our approach with the following research questions:

e RQ1: What is the overall effectiveness and efficiency of our
approach compared with the baselines?

e RQ2: How do different components (schema-based deduction,
contextual relationships, binary log history tracking) and the in-
variant refinement process contribute to the performance and
robustness of our approach?

e RQ3: How robust is our approach when equipped with different
language models?

e RQ4: How does the quality and consistency of system naming
conventions affect the performance of our approach?

e RQ5: Can our approach generalize to popular real-world web
applications?

5.1 Setup

Baselines. We compare MINES with two categories of baselines:

e Model-learning based approaches: We chose LogRobust [72]
and LogFormer [19] as baselines because they are the latest model-
learning based applications and perform best among similar mod-
els, as shown in [19, 32].

o Rule-learning based approaches: We compare MINES with
WebNorm [32], which is the only existing interpretable normality
learning method.
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Table 3: Overall evaluation of MINES

Model ‘ Train-Ticket ‘ NiceFish

‘ Precision | Recall ‘ Precision | Recall
LogRobust [72] 0.120 0.650 0.207 0.540
LogFormer [19] 0.272 0.764 0.301 0.702
WebNorm [32] 1.000 0.704 1.000 0.750
MINES (Ours) 1.000 0.948 1.000 0.917

Table 4: Performance on Two types of Attacks

Attack Type ‘ Train-Ticket ‘ NiceFish
ManualAbnormal 0.896 0.834
InjectAbnormal 1.000 1.000
Overall | 0.948 | 0917

Benchmarks. We utilize the two benchmarks constructed in the
previous section, Train-Ticket and NiceFish.

Metrics. We use precision and recall as metrics. For normal logs,
we split logs into windows of 20 logs each. A window is marked
False Positive (FP) if any attacks are detected; otherwise, it is True
Negative (TN). For attack logs, detection of any attacks results in
True Positive (TP) for all logs; otherwise, they are False Negative
(FN). Precision and recall are calculated as: Precision = %, and
Recall = %.

LLMs Used. We primarily use the GPT-40 model [27], specifically
version gpt-40-2024-08-06, for our evaluation. To assess MINES’s
performance across different LLMs, we also employ GPT-40-mini
(gpt-40-mini-2024-07-18), Claude 3.7 Sonnet [6] (claude-3-7-sonnet-
20250219), and DeepSeek-V3 [33] (deepseek-v3-241226).

5.2 Overall Effectiveness and Efficiency (RQ1)

We comprehensively evaluate the effectiveness and efficiency of
MINES against baselines on two datasets, as shown in Table 3.
MINES consistently outperforms baselines on both Train-Ticket and
NiceFish. Both MINES and WebNorm achieve 100% precision due
to refined invariants, ensuring accuracy. In recall, MINES achieves
94.8% on Train-Ticket and 91.7% on NiceFish, exceeding baselines
by over 15%, demonstrating superior attack detection!.

The attack data includes ManualAbnormal and InjectAbnormal.
We evaluated MINES on these attacks separately, as shown in Ta-
ble 4. MINES achieves a recall of 1.0 on InjectAbnormal, due to the
easier detection of simulation attacks, and nearly 0.9 on ManualAb-
normal, demonstrating its effectiveness on real attacks.

We further measure the training and evaluation performance
of MINES, as shown in Table 5. The training overhead and cost
are acceptable, and MINES achieves high evaluation throughput,
4 X 10° logs per second on Train-Ticket and 2 x 10° logs per second
on NiceFish, significantly faster than model-learning baselines.

I'The precision and recall values reported for WebNorm differ from those in the original
WebNorm paper due to differences in experimental settings. Specifically, our evaluation
covers a broader set of scenarios, which, combined with the invariant refinement
process, leads to higher precision but lower recall compared to the original results.
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Table 5: Performance evaluation of MINES

‘ Train-Ticket ‘ NiceFish

Number of APIs 48 26
Training Time (s) 644 406
Training LLM Cost (USD) 20.6 13.7

Running Throughput (log/s) 4.0 X 10° 2.4%10°

Table 6: Ablation Study

Model ‘ Train-Ticket ‘ NiceFish
Original (MINES) | 0.948 | 0.917
w/o deducing from schemas 0.896 0.750
w/o API-DB relationships 0.820 0.834
w/o API-API relationships 0.908 0.836
w/o API-Env relationships 0.780 0.750
w/o binlog history tracking 0.884 0.917
WebNorm | 0704 | 0750

Table 7: Comparing Input Token Numbers between Raw Log
Input and Schema Input

Dataset ‘ Method ‘ Mean ‘ GeoMean ‘ Median
N Raw Log Input 2.40 X 10° | 4.34 x 10* | 2.36 x 10*
Train-Ticket 3 3 3
Schema Input (Ours) | 5.01 X 10° | 4.86 x 10° | 5.01 x 10

NiceFish Raw Log Input 1.50 x 10* | 6.86 x 103 | 4.45 x 10°
Schema Input (Ours) | 3.76 X 103 | 4.68 x 10° | 3.54 x 10°

RQ1: MINES achieves both high effectiveness and efficiency. It out-
performs baselines in attack detection with 100% precision and over
15% higher recall, while maintaining acceptable training overhead
and processing more than 2x 10° logs per second during evaluation.

5.3 Component Contribution (RQ2)

To understand how different components contribute to MINES’s
effectiveness and efficiency, we conducted a comprehensive ablation
study and analysis on prompt construction, input representation,
and invariant refinement.

Impact of Core Components. We first examine how individual
components affect recall while maintaining 100% precision, as
shown in Table 6. Removing key elements such as API-DB, API-API,
or API-Env relationships causes the recall to drop from 0.948 to
0.820, 0.908, and 0.780, respectively. Among them, API-Env con-
tributes the most, followed by API-DB. This demonstrates that
contextual and structured information, linking API calls with their
data and environment, is crucial for accurate invariant reasoning.
Similarly, omitting binary log history tracking, which aligns each
API invocation with its historical database state, significantly re-
duces recall, confirming the importance of temporal consistency.
Notably, WebNorm can be viewed as a composite ablation combin-
ing several of these removals, explaining its lower recall in prior
comparisons.
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Figure 9: Histogram of the number of tokens in the input
logs

Table 8: False Negatives Before and After Refinement

‘ Train-Ticket ‘ NiceFish

Dataset Size | 168799 | 40,654
Number of False Positives (w/o Refinement) 33,317 36,278
False Positive Rate (w/o Refinement) 0.197 0.892
Number of False Negatives (w/ Refinement) 0 0

False Negative Rate (w/ Refinement) 0.000 0.000

Effect of Deducing from Schemas. We further compare deducing
from schemas with inducing from raw logs. Replacing schema-based
prompts with raw logs decreases recall from 0.948 to 0.896, showing
that schemas provide cleaner and more abstract representations
that generalize better than noisy instances. In addition, schema-
based deduction dramatically reduces token counts in prompts, by
up to two orders of magnitude across mean, geometric mean, and
median values, as shown in Table 7 and illustrated in Figure 9. This
compression leads to lower inference cost and faster evaluation
without loss of accuracy.

Effect of Invariant Refinement. MINES employs a two-stage pipeline
for invariant generation: (1) extracting candidate invariants from
schemas and (2) refining them with training logs. The refinement
step is crucial for filtering false positives, reducing their rate from
several percent to zero (Table 8). Without refinement, the system
would produce excessive false alarms, especially in large-scale de-
ployments. Refinement also mitigates LLM hallucinations through
iterative feedback, where invalid or overfitted invariants are revised
or discarded based on validation logs. Only a moderate amount of
normal log data is required, making this process lightweight yet
essential for practical precision.

RQ2: Each component of MINES, including schema-based deduc-
tion, API-DB/API-Env/API-API relationships, binary log tracking,
and invariant refinement, plays a vital role in enhancing both re-
call and efficiency. Schema-based inputs reduce token length by
up to two orders of magnitude, while refinement eliminates false
positives and ensures robust, deployable precision.

5.4 Comparing LLMs (RQ3)
We evaluated MINES using different LLMs, GPT-40-mini, Claude 3.7,

and DeepSeek-V3, on the Train-Ticket and NiceFish dataset to assess
its robustness across models. As shown in Table 9, Claude 3.7 and
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Table 9: Comparison of Different LLMs

‘ Train-Ticket ‘ NiceFish

‘ Percision | Recall ‘ Percision | Recall

GPT-40 1.000 0.948 1.000 0.833
GPT-40-mini 1.000 0.800 1.000 0.750
Claude 3.7 1.000 0.888 1.000 0.833
DeepSeek-V3 1.000 0.936 1.000 0.833

Table 10: Impact of Naming Conventions on MINES

‘ Precision ‘ Recall

Original Names (e.g., QueryByBatch) 1.00 0.94
Snake Case (e.g., query_by_batch) 1.00 0.94
Camel Case (e.g., QueryByBatch) 1.00 0.94
Concat All (e.g., querybybatch) 1.00 0.94
Partial Abbreviation (e.g., query) 1.00 0.93
Extreme Abbreviation (e.g., q) 1.00 0.84

DeepSeek-V3 achieve comparable results to GPT-40, demonstrat-
ing that MINES maintains consistent performance across different
architectures.

GPT-40-mini, however, performs slightly worse. To better under-
stand this gap, we conducted a manual analysis of 10 representative
cases where GPT-40 succeeded but GPT-40-mini failed. In 9 out of
10 cases, GPT-40-mini correctly described the invariants in natural
language but failed to produce valid executable code, mainly due to
formatting issues or semantic inconsistencies. This suggests that
the performance gap is mainly attributable to limitations in code
generation.

RQ3: MINES achieves consistent performance across LLMs, though
smaller models like GPT-40-mini may struggle with code generation
despite adequate reasoning.

5.5 Effect of Naming Conventions (RQ4)

Large language models play a central role in MINES, as they inter-
pret entity and attribute names to induce semantic relationships.
Consequently, MINES’s effectiveness inherently depends on the
clarity and consistency of naming conventions in the target system.
In our default setup, we assume that system identifiers (e.g., API
names, table names, and field names) are reasonably descriptive,
following common engineering practice.

To systematically assess the impact of naming quality, we con-
ducted controlled experiments by modifying the original entity
names using several strategies: (1) replacing words with partial
or extreme abbreviations, (2) applying stylistic variations such as
snake case and camel case, and (3) combining these transforma-
tions. As shown in Table 10, MINES remains robust under most
conventional naming styles and moderate abbreviations. However,
its performance declines significantly when names are heavily ab-
breviated (e.g., replaced by single letters or meaningless tokens). In
such cases, the model mainly detects superficial format violations
rather than deeper inter-attribute inconsistencies.
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This result highlights that while MINES can tolerate moderate
variation in naming, it fundamentally relies on semantically mean-
ingful identifiers to establish relationships across APIs, database
fields, and environmental contexts. Fortunately, such descriptive
naming is widely adopted in real-world software systems, so the
dependency is realistic and manageable in practice.

RQ4: MINES is generally robust to common naming styles and
moderate abbreviations, but its performance degrades when seman-
tic clarity is lost. This demonstrates that the approach relies on
meaningful system naming to guide LLM reasoning.

5.6 Generalization to Popular Web Applications
(RQ5)

To evaluate MINES’s generalization to popular web applications, we
collected three GitHub repositories of web applications. We referred
to Gitstar Ranking to select the most starred web applications. We
filtered out applications that are not productive or learning projects.
We got the first three applications: NextCloud [45], Gitea [11], and
Mastodon [41]. The descriptions and statistics are shown in Table 11.
Due to space limit, more ablation studies of these applications are
available in our repository [5]. For each application, we wrote LLM
scripts to generate normal logs. For abnormal logs, we manually
injected attacks into normal logs. For each application, we wrote 5
scripts to generate abnormal logs and execute each of them several
times to generate enough logs. Due to limitation of space, detailed
attack scenarios are not included in this paper, but can be found
at [5]. Table 12 show the evaluation results of MINES on these
applications. MINES achieves also achieves 100% precision and high
recall on all three applications, indicating that MINES generalizes
well to popular web applications.

RQ5: MINES generalizes well to popular web applications, achiev-
ing high precision and recall on NextCloud, Gitea, and Mastodon.

5.7 Discussion

Despite the strong performance of MINES across benchmarks, sev-
eral limitations remain.

Migration Complexity. Adapting MINES to new systems may
require engineering effort, including handling diverse database
backends, session management, and API endpoints. Our framework
minimizes technology dependencies by relying only on common
components such as APIs and database schemas.

Dependency on Naming Quality. The effectiveness of MINES
depends on meaningful and consistent naming in APIs and schemas.
While this assumption generally holds, systems with obfuscated or
inconsistent naming remain challenging.

Optional but Beneficial Documentation. The current imple-
mentation does not utilize application-level documentation. Al-
though not required, documentation such as ER diagrams or type
annotations can significantly improve invariant inference. For exam-
ple, on Train-Ticket, MINES failed to detect an attack where the API
field seatClass was set to 5, while valid values were only 0 and 1.
Adding a single line of documentation, “valid values for seat class are
0 and 1”, enabled MINES to synthesize the correct invariant and de-
tect the attack. This suggests that even minimal documentation can
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Table 11: Extra benchmarks to evaluate generalization of MINES

Project ‘ Line of Code ‘ Language ‘ Web Framework ‘ Database ‘ GitHub Stars ‘ Number of Microservices ‘ Number of Database Tables
Train-Ticket 37.8k Java Spring MySQL 804 41 34
NiceFish 4.7k Java Spring MySQL 732 2 16
Gitea 330.7k Go Gin MySQL 49.6k 114
Mastodon 109.8k Ruby Ruby on Rails | PostgreSQL 48.6k 1 98
NextCloud 426.0k PHP Vanilla PHP MariaDB 30.2k 129

Table 12: Overall evaluation of MINES on extra benchmarks

Benchmark ‘ Metric ‘ LogRobust [72] ‘ LogFormer [19] ‘ ‘WebNorm [32] ‘ MINES (Ours)

Precision 0.640 0.481 1.000 1.000
Gitea Recall 0.970 0.474 0.176 0.956
F1 0.771 0.477 0.299 0.977
Precision 0.233 0.454 1.000 1.000
Mastodon Recall 1.000 0.625 0.667 0.833
F1 0.377 0.526 0.800 0.909
Precision 0.064 0.059 1.000 1.000
NextCloud Recall 1.000 0.300 0.750 0.906
F1 0.120 0.099 0.857 0.950

enhance semantic precision and motivates documentation-aware
extensions.

Requirement for Comprehensive Logs. Comprehensive logs
are essential for capturing representative behaviors and reducing
false positives. While typically available in testing or staging envi-
ronments, performance may degrade in log-sparse scenarios.

6 Related Work

Log Anomaly Detection. Log anomaly detection can be traced
back to execution trace analysis. Some works focus on analyzing the
execution of specific APIs or methods to find anomalies [67]. Tradi-
tional log anomaly detection approaches rely on predefined rules
[23, 47, 49, 52, 53, 65, 68], which are limited to specific application
scenarios and require domain expertise [14].

In recent years, researchers have proposed learning-based ap-
proaches to automatically learn normal behaviors from logs [1, 2, 4,
8,9,28,29,35,37, 46, 48, 54, 55, 57, 60, 62], which can be categorized
into two types.

The first category utilizes neural networks to directly predict
whether a log sequence is normal or anomalous [3, 10, 14, 16—
20, 22, 26, 30, 31, 36, 42, 50, 58, 61, 66, 69, 72, 73]. These meth-
ods utilize different neural network architectures to enhance the
performance of web anomaly detection, including RNNs [10, 14],
CNNs [17, 36], Transformers [19, 26], GNNs [71], pretrained lan-
guage models [20, 22], and instrumented large language models [50].
Some works also utilize unsupervised or semi-supervised learning
to alleviate the need for labeled data [42, 66]. These methods can
capture the temporal dependencies in log sequences and improve
the performance of log anomaly detection. However, they often
lack explainability in their detection results and may struggle to
capture subtle changes in abnormal logs.

The second category focuses on learning explainable normalities
to detect anomalies [32]. The only work in this category is Web-
Norm [32]. WebNorm detects web anomalies by learning normality
first-order logic rules for web applications. This method offers better

explainability and can capture subtle but crucial changes. However,
WebNorm only focuses on analyzing web logs and does not con-
sider the relational integrity between web logs and the underlying
database. Our proposed method, MINES, aims to address these limi-
tations by inspecting the relational integrity between web logs and
the database and generating normality rules based on the abstract
schema and the ER diagram.

RESTful API Security. RESTful APIs employ a stateless architec-
ture and standard HTTP methods, and are now widely used in web
applications, making their security a major concern. Numerous
studies have addressed RESTful API security, primarily through au-
tomated test case generation to detect vulnerabilities [7, 13, 15, 39,
40, 59, 63]. These approaches typically fuzz API sequences and insert
attack or detection invocations to uncover issues, leveraging API
specifications, data dependencies [40, 59], and neural network pre-
dictions [38, 64]. Some works further enhance testing via targeted
fuzzing strategies [13, 15]. These methods are mainly designed to
reveal vulnerabilities such as SQL injection and cross-site scripting.

In contrast, our work aims to generate normality rules for REST-
ful APIs, strengthening web application security by specifically
detecting attacks that violate the intended normal behaviors of web
applications.

7 Conclusion

In this paper, we propose MINES, a novel rule-learning based ap-
proach to enhance web application security. By leveraging deducing
from specifications and utilizing information beyond log instrumen-
tation, MINES is more effective in detecting anomalies in web ap-
plications. Experiments on two datasets demonstrate that MINES
outperforms existing approaches.
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